NudopmanuonHble MaTePHAIbI 00 AKTYAJIbHBIX HETATUBHBIX SIBJICHUAX
B IM(POBOM NMPOCTPAHCTBE U CIIOCO0AX MPOTUBOEHCTBUSI TAKUM TEeHAEHIIUSIM

1. He3akoHHOe noTped/ieHne U 000POT HAPKOTHYECKHUX CPEICTB
Brinyck onnaitH-mapacdona [[Brwxenust [lepsoix «llepBbie. HaBbIkU 111 5KU3HI
MOCBSIIEH TOMY, KaK MPOTUBOCTOSATH PACIPOCTPAHECHUIO 3aIPEIICHHBIX BEIIECTB YEPE3

COITMAIBHBIE CETH, MECCCH/KEPHI M OHJIAMH-UTPHI:
https://vk.com/wall-214524833 291092

2. MomeHHU4YeCTBO
[Mukn BHEYpOYHBIX 3aHATHUH IO BOIpocaM HWHQPOPMAIMOHHOW Oe30macHOCTH
U 1UPpPOBOM TUTHEHBI IIKOJBHUKOB, PEKOMEHJOBaHHBIM Poccuiickoi akagemueit
00pa3oBaHusl, BKIIOYAET METOJIMUYECKUE PEKOMEHJAIUK sl POBEICHUSI BHEYPOUHBIX
3aHATHH 110 TeMe «MoteHHnuecTBO» i 2-6 u 7-11 kiaccos.
https://cifrateka.ru/teachers/?sectionld=56

Hudposoit cepBUC MO KU3HEHHOW CUTyaluu «3alldTa OT MOLUEHHUKOB B CETH)
Ha EgmHOM mopTasie rocymapCTBEHHBIX W MYHHUIMMAIBHBIX yciuyr ((pyHKITui)
(moptan ['ocycayr).

https://www.gosuslugi.ru/scammer_protection

CepBuc MpeaocTaBiseT BEIOOP CIEAYIOMIMX CUTyaluil: «MOIIEHHUKH MBITAI0TCA
nonyyuTh jgoctyn kK [locyciayram» (3Ta cuTyalus HampaBlieHa Ha TOMOIIb
B BOCCTAaHOBJICHUM KOHTpPOJS HaJ YYETHOM 3amuchio) M «S XOody 3alllUTUTHCA
OT MOIICHHHKOB B CeTW» (B JTaHHOW CHUTyallMH pedb UJET O MEpax MpelOoTBpalllCHUS
MPECTYIHBIX IEUCTBUN).

B pamkax mepBoil cuTyanuu mpeacTaBiieHa MOAPOOHAsT WHCTPYKIIUS, B KOTOPOU
collepkuTCss MHGOPMAIIMS O TOM, YTO JeNaTh, €CIU TPAXIAHUH YK€ COOOIIIII MMapoJib
unu ko1 u3 CMC MomeHHUKaM.

B pamMkax BTOpOi1 cuTyalluu pacCMaTpUBAOTCS MEPhI, HAITPABJICHHBIC HA 3aIlUTY
OT KUOEpHpecTymHUKOB (3ampeT Ha O(OpMIIEHHE JOTOBOPOB CBS3H, 3alpeT
Ha MOJy4YeHUEe KPEAUTOB U 3aiiMOB, MpaBmiia 0€30MaCHOCTH MPU TEIEPOHHBIX 3BOHKAX,
CIOCOOBI 3alTUThl OT (PUHAHCOBOTO MOIIIEHHUYECTBA), @ TAKXKE MPEJCTaBICH YEK-JTUCT
1o HU(PPOBOM TUTHUEHE.

PerynsipHo oOHoBisiemass 0a3a MOIIEHHUYECKHX CXEM Ha JIaHHBIM MOMEHT
BKJTFOYAET 86 CXEM C UX KPaTKUM OTIHCAaHHUEM
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1

3. BepOoBka
MeTtonuueckue pPEKOMEHIalluu TUTSE neAarornyecKux PabOTHUKOB
0011e00pazoBaTENbHBIX OpraHu3alun «OHaiiH-BepOOBKa MOIPOCTKOB:

npodrrakTHIecKas padoTa B IITKOJICH
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97ufOl.pdf
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4. OnacHple TPEeHAbl B COUAJBbHBIX CETAX
Nudopmanmonnsie  kaptouku, mnoarotosieHHele AHO  «HanumonanbHbIC
MIPUOPUTETHI COBMECTHO C AJIbSHCOM (JIOCTYITHBI Ha pecypcax OObscHsaeM.pd)

lMMpymepbl pUCKOBAaHHbIX
TeM B couceTax:

4

Urpbl C YAyLIbEM W 3a€PXKOI AblXaHWS

4

MPLIXKKY C BbICOThI, NAAEHNS, SKCTPEMASIbHbIE
«MPOBEPKM»

CaMOMOBPEXEHWE «PaaV BULEO»
NPUEM TabneTok Unu ApYrux BELEeCTB «Ha Crop»
arpeccBHbIE PO3bIrPbiLLN

¢ 4+ 4+ ¢

ornacHble narpxaku
~
Echun Bbl yBUAenn, UTo pe6€HOK MHTepecyeTcs

NOCTaMW Ha 3TU TeMbl, 0683aTe/IbHO
noroBopumTe C HUM.
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Nouemy pe6eHKyY
UHTEepecHO:

+ XenaHuve bbiTb «KaK BCe»
4 CTpax CTaTb U3roem
4+ NOTPebHOCTL B NMPU3HAHUM U NaiiKkax

4+ HejoCTaTO4YHas 3PeNoCTb 30HbI MO3ra,
OTBeYatoLLLel 3a NOCNeACTBUSA

NHTepec pe6éHKa yCUNMBAKOT N aifOPUTMbI
coLceTel: OHM aHaNV3NPYIOT, UTO CMOTPUT

MNoab30BaTe b, U CHOBA U CHOBA MOKa3bIBaOT
MOXOXMNE PONUKNA.
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Ha uto o6paTuTh @
BHUMaHVe

Peb6éHOK

BPA4 N1/ BaM pacckaxer,
YTO XOYeT y4acTBOBaTb
B ONAaCcHOM YeIeHxXe.
CTOUT HaACTOPOXKUTHLCH,
ecnn:

4+ pebEéHOK YacTo npsdyeT TesnepoH

4+ N3MEHWI0Cb NOBeAeHKe, NoSIBUACh
TPEBOXHOCTb

4+ Bbl 3aMeyaeTe CUHAKU UAU Nopessbl,
PebEHOK He MOXET 06 BACHUTL, OTKYAA OHU

+ eCTb AaBNeHune CO CTOPOHbI Apy3el

4 roBOPUT BaM: «Ibl MPOCTO HE NOHMMaeLLb,
3TO TPpeHA»
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Kak pearmpoBaTthb

poauTenam

CTpax 3a pe6éHKa — 3T0 HOpPMasibHO.
HO pa3roBop nyuylle HaurHaTh, KOr4a MoK
YTUXHYT.

He cToMT: NoBbILWATL r0/10C, KPUYaTh, CThIAUTD,
yrpoxatb, oT6rpatb TenepoH 6e3 06LACHEHNIA.
Takas peakuyusa MOXeT NoATONKHYTb pebéHka

K TOMY, YTO OH byZeT CKpbIBaTb OT Bac CBOé
yyacTme B NOAOOHbLIX YenneHaxKax.

[okymeHT co3naH B anekTpoHHow dopme. Ne 01-25/3786 ot 25.03.2026. NcnonHutens: beposa E.E.
Ctpanuua 6 us 19. CtpaHuua cosgara: 25.03.2026 14:57




Kak npaBu/ibHO
pasroBapmBaThb

He obBuHANTE! CKa)kuTe:
BmecTo: «Thl BOOb6LLE «1 BONHYHOCb
AyMaellb ro/10BOU?» 3a Teba» 1 «/laBali
NN «f 3anpeLuar — pa3bepémcs

N BCE» BMeCTe».,

MHoraa pebéHky BaXXHO He 06bACHeH e,
a BO3MOXHOCTb ObITb YC/bILLAHHbBIM.
He nepebuBavTe ero.

B pasroBope onnpantecb Ha paKThbl.
Hanpumep:

«Bnpeo B nHTEpPHETE «[pu yaywbe
OCTaeTcAa HaBcerza» KJeTKW MO3ra

normbaroT
33 HECKOJIbKO MUHYT»
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MpepnoXxunrte

aJ/ibTEPHaTUBbI

XXenaHwne puckoBaTb — YacTb B3POC/1EHNS

1 Nnoncka cebs. BaxxHO He NoJaBUTb €ro,

a HanpaBWUTb SHEPIrU0 B BEPHOM HanpaBieHUMN.
BO3MOXHbIe a/ibTepHaTUBBI:

4 CNOPT N aKTUBHOCTb, e/l HY>XXeH
aaApeHasinH

4+ TBOPYEeCTBO, 67101 1 X066, YTO6LI NONYyYaTb
60/bLUe BHUMAHUS

+ noazepykka 1 noxsana AoMa, e pebeHKy
He XBaTaeT NMpPU3HaHus
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UTOo el é MOXKHO
caenaThb:

G\
‘\- b \

A
-

. ) ! “‘i"ﬁ!‘ 4

4+ 06cyanTe, Kak NPaBU/IbHO NOb30BaATLCS
couceTaAMM

4+ HacTpouTe BO3pacTHbIE OrpaHNYeHNs

4+ obcyxaainTe c pebEHKOM TO, UTO OH CMOTPUT
B MHTEpHeTe

4 Hay4uTe NnpoBepAaTb VIHq)OpMaLJ,I/IlO

Bawa 3agaua — He 3anpeLwatb UM NyraTb,
a HayunTb pebéHKa BUAETb ONacHble TPpeHAbl

N oUueHNBATb X NOCeACTBUSA.

5. Tpasas (KudepOyJuiuHr)
[ukn BHEYpOYHBIX 3aHSATUW IO BoONpocamM HH(POPMAIMOHHOW 0€30macHOCTH
U 1UPPOBOM TUTHEHBI IIKOJBHUKOB, PEKOMEHIOBaHHBIM Poccuiickoi akagemueit
o0Opa3oBaHusl, BKIIIOYAET METOJUYECKUE PEKOMEHIallUU JIJisi MPOBEJCHUSI BHEYPOUHBIX
3aHsaTHI 10 TeMe « TpaBis» s 2-6 u 7-11 kimaccos.
https://cifrateka.ru/teachers/?sectionld=56
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[IpoekT B opmare JICHIMHTOBOM CTpaHUIIbI B ceTH WHTEpHET, peann3oBaHHBIM
Munnudper Poccum B pamMkax BCEpPOCCHUCKOW MPOrpaMMbl KUOEPTUTHEHBI U
MOBBIIIEHUSI TPamMOTHOCTH TrpaxaaH Poccuiickon @Denepammu. Ha cailte npoekra
pa3MelieHa HHpOpMaLMs Uil KaKIOTO K3 YYaCTHUKOB KHOEpOYJUIMHTIA: KEpPTBBI,
arpeccopa
U HaOmroaTeNs

https://knbep-Oynuur.pd/

NuadopmanimoHHbple  KapTOUKHU noarorosiieHuele  AHO  «HauwmonaiabHbIe
2
MPUOPUTETHI COBMECTHO C AJIbTHCOM (JIOCTYITHBI Ha pecypcax OObscHsIeM.pd)
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https://кибер-буллинг.рф/
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@

Ecnv Bbl yBUAENN B YaTe KOHPNUKT, He CTOUT
pearMpoBaTb 3MOLMOHANBHO. DTO MOXeT
yCcyrybuTb CUTyauuto.

He Hy>XXHO: Ny4Juwe:
* MNCaTb FHEBHbIE * caenatb

coobuieHuns CKPUHLUOTbI
B 06N YaT nepenmcku
BbISICHATb * 3apMKCMpoBaTb
OTHOLLEeHUS KOHTEeKCT U AaTy
ny6AnyHO * CMOKOWHO
06BVHATb obaymaThb
YYXKUX geTeln AaNbHeuLwmne

waru
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Moaaep)xka,

a HE Aonpoc

CnoKouHO noroBopuTe € pe6éHKOM.
OH A0J/1KeH MOHATb, YTO Bbl HA €ro CTOPOHe.

Pa3roBop MoXXHO HauaTb TakK: «f yBuzen(a)

COObLLEHNA B YaTe 1 XO4y NOHATb, Kak Tbl Cebs
YyBCTBYeLUb. Pacckaxwu, 4To Tam NPOnCXOAMT.
Tbl B 6€30MacHOCTN?»

Ba>kHo:

* CNyWwaTb
6e3 ocyxaeHus

* He obecueHMBaTb
npobnemy

* He 06BUHATbL
pebéeHka
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Ctpanuua 12 u3 19. CtpaHuua cosgaHa: 25.03.2026 14:57



12

Ecnu Ball pe6€HOK —
)XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOU UYyBCTBA,
a Bbl MOALEPXNTE €ro

* O6BbACHUTE, YTO TPaB/IA —
3TO OTBETCTBEHHOCTb 06UAUNKOB

« CoxpaHuUTe aoKasaTe/ibCTBa 6ynnHra
1 CcoobLMTE 06 3TOM NCUXONOTY, KNACCHOMY
PYKOBOAUTENO, @ NP HEOBXOANMOCTU —
PYKOBOACTBY LLKO/Ib
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Ecnu BaLwl pe6eHOK —

o6bnauunk

He nbiTaiTech Cpa3ly HakasbiBaTb
NN onpas/blBaTb pebeéHka — pa3beputech
B CMTyauun. 3agaMiTe Takme BONpochl:

A

«4TO Thbl HyBCTBOBA,
Korga nucan 3To?»

{ S —

+ «Kak, no-TBoemy, 4yBCTBYET 2

cebsa gpyrovi peb&HoK?»
"
Ba>kHo:
* BbI3BaTb Yy pebéHka conepexvBaHue
* 06BACHUTbL NOC/eACTBUSA

* MOMOYb NCNPABUTb CUTYaALNIO

v
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Ecnun pe6eHoK —

Ha6bnwaareno

O6cyauTe c pe6EHKOM:

* YTO MONYanuBble CBUAETENN YCUNTNBAIOT
TpaBJIKo 1, MO CYyTU, CTAHOBATCA
ee coyvacCTHUKamMu

* Kak nogaep>kaThb XXePTBY Oy/1/MHra

* KKOMY 13 B3POC/IbIX MO>KHO 06paTI/ITbCFI
R
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Hy>XHO v nucaThb

B o6 yaT?

O6cyanTe CUTYaLMIO C KJTaCCHbIM
pyKoBoguTenem 1 BMecTe peLlnTe, Kak ay4ylle
AeNCTBOBAaThL. Balla 3agaya — CnpaBUTbCS

c Nnpo61eMoii, a He AoKa3aTb, YTO Bbl NMPaBbl.

NMy6nnyHbIie KOHPNUKTbI
poavTenen Moryr:

*  YCYryouTb nosioxeHme
aetemn

* CNPOBOLMPOBATL
arpeccumo B knacce

* pa3aenuTb B3POC/bIX
Ha BpaxaymLiue
narepsi

[okymeHT co3aaH B anekTpoHHow dopme. Ne 01-25/3786 ot 25.03.2026. NcnonHutens: beposa E.E.
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Hy>XHO v ngTm
B nonvuyuio

OﬁpaTl/ITbCFI B agMMWHUNCTPAUVNIKO LLUKOJIbI
UJIN NMpaBOOXpPaHUTEJIbHbIE OPraHbl HY>KHO,
eC/in Bbl BUAUTE B YaTe.

* Yrpos3bl
* CUCTEMATUNYECKYH TPAaBK

* pacrnpocTpaHeHune NNYHbIX GOTO
* BbIMOraTesibCTBO
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6. CepBuchl 1 MaTepuaJbl 10 nMGppoBoii 6e30MacCHOCTH
KaraJjor 00y4JarImmx KYPCOB 1o dpoBoi
IPaMOTHOCTH — OT TIPaBWJI PE3EPBHOIO KOMMPOBAHUS JIAHHBIX JI0 METOJIOB
pacrno3HaBaHus TuMekoB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect o HM@pPoBOM rPAMOTHOCTH, OINPEICIISIIOMINN YPOBEHb OCBEIOMIIEHHOCTH
B 9TOM cepe
https://www.gosuslugi.ru/scammer protection/quiz

Pasgen na noprane locycnyr «KubepOe3omacHocTb — 3T0 mpocto!», rae
coOpaHa mnoJe3Hass HHPopMalusg O pa3HOOOpa3HbBIX KuOepyrpo3ax. B oTaenbHbIX
O5oKax pa3MelIeHbl PEeKOMEH/IAINH, CIEeNHUaIbHO pa3padOTaHHBIE B TOM YHCIE IS
aereir. [lomuMo »TOrO0 0cob0€ BHMMaHWE YAENEHO 3allUTe OT (PUIIMHTA, CO3IaHHUIO
HAJCKHBIX TapoJiel U MpOoPUITaKTHKE Tee()OHHOTO MOIIIEHHUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen na mnoprame I'ocycnyr «be3omacHocTth naereii B HHTepHeTe»,
rI€  TPEACTABJICHbl PEKOMEHJAMM W HMHCTPYKIMH [0 HACTPOMKE CpPElICTB
POJIUTENHCKOTO KOHTPOJIs, MHpopManus O OeCIIaTHBIX CepBHCaX W MaTepuaiax Io
M(dpoBOil 0E30MACHOCTH W OMIMIX JAETCKOTO PEeXUMa B PA3IUYHBIX TOIMYJISPHBIX
cepBHUCcax
U TIPUIIOKEHUSIX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoext «[MUP®POBOM JIMKBE3», peammsyemsii Munnmudpsl Poccun
comectHo ¢ AHO «lludpoBas »sxoHOMHKa». B pamkax mpoekTa TOCTYITHBI
BHUJICOPOJIMKM OT BEAYIIUX TEXHOJIOIMYECKUX KOMIAHUMW, MOCBSIIEHHBIE aKTyaJlbHbIM
yrpo3am HH(POPMAIMOHHON Oe3omacHocTH (couuanbHas HHXKEHEpUs, IPOIIEpPCTBO,
MOIIIEHHUYECTBO ¢ AundedkamMu, Kpaka aKKayHTOB, JIOKCUHT W JIp.) M CIOco0am

MPOTUBOJICMCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wz1130807036

Ipoekr «YPOK HUDPbI», peanuzyembiii Munuudpsl Poccun coBmecTHO
¢ AHO «lludpoBas sKkOHOMHUKA», NPEAOCTABISIONIUA BO3MOXKHOCTh TMOJYYUTH

CHeIMaIN3UPOBaHHBIC 3HAHUS M TIO3HAKOMUTHLCSA ¢ akTyanbHbIMEU U T-ipodeccusmu
https://ypokimdpel.pd/?yvsclid=mmui90d6uv290511431

Be6-nopran Anbsaca «lIU®PATexka. bu6auorexka nNpakTu4ecKuX 3HAHHUID),
Ha KOTOPOM TpeJICTaBlieHa Moje3Has MHPOpMalus OT BEAYyIIUX JKCIEPTOB B cdepe
6e3onacHocTu B MIHTEpHETE M MCUXOJIOTUU HE TOJIBKO JJIsi JIETe M MOJIPOCTKOB, HO U
JUISL POJUTENEeH W y4duTelel, cTaTbh, oOpa3oBaTeIbHbIE KBU3bI, a TAKKE YEK-JUCTHI,
KOTOpbIE TTOMOTYT MPOTUBOCTOSATH ONacHOCTSIM B MHTEepHEeTE
https://cifrateka.ru/articles/
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Meroauueckoe mocobue «Puckm B nudpoBoil cpeae: JAHATHOCTHKA,
NpopUIAKTHKA, KOPPEKIHUS», a[PECOBAHHOE TeJaroraM, rCUXoyoraM, BOCIIMTATEIIAM

U POJUTEIISIM
https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22keOxoasSkktti.pdf

['oTOBBI LMK BHEYPOYHLIX 3aHATHI IO BompocaM WHGOPMALMOHHOM
O0e3omacHOCTH W HU(PPOBOIl THUrHeHbI MIKOJBHMKOB (2-6 u 7-11 kiaccos),
pekoMeHaoBaHHbIN Poccuiickoit akamemueirt o6pazoBanus (Lludpareka. B3pocueie /
yuuTeIsIM / MeToanueckue matepuaiibl). OCHOBHbIMH (hopMaTaMu MPOBEJCHUS 3aHATUI
SBJISIIOTCSL O€celbl C DJIEMEHTaMH UTPOBOM JEATEIBHOCTH, a TaKXKe MPAKTUKYMBbI,
OpUEHTHUPOBAHHBIC HAa CO3JaHUE COOCTBEHHBIX MPOEKTOB B cdepe MHDOpMAITMOHHOU
0€30IacCHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopmanuoHHO-MeTOAMYECKHE MaTepuajbl JJsi poauTeiell (3aKOHHBIX
npeacraButeneil) «bezonacHocts nereit B UnTepHere»
https://disk.yvandex.ru//KDlerf1IL9X1A

Buneoypoxk ot mpeacenarenss  AjbsHca bemskosoii E.A. «Kak
OPUEHTHPOBATHLCSI B OHJIAMH-NIPOCTPAHCTBE», IMOJATOTOBICHHBIM GoHI0M «CTpaHa
I IeTel» B paMKax akiuu «be30omacHOCTh JAETCTBa» YIOJHOMOYEHHOTO IIpHU

[Ipesunente Poccuiickoit deaeparuu mmo npaBam pedenka M.A. JIbBoBoM-benoBoid.
https://vkvideo.ru/video-207180658 456239300?t=1m42s

Ilnargpopma uudppoBoii rpaMOTHOCTH IS He3PAYUX JeTell - COBMECTHas
nnunmatuBa [TAO «Bweimmenkom», Everland u AnpsiHca, HampaBieHHass Ha TOMOIIb
MOJAPOCTKAM C HAPYIICHUSMH 3PEHHSI B OCBOCHUHU ITU(PPOBHIX HABBHIKOB

https://beelineforkids.ru/

[okyMeHT co3fiaH B aneKkTpoHHou dopme. Ne 01-25/3786 ot 25.03.2026. UcnonHuuTens: beposa E.E.
Crtpanuua 19 13 19. Ctpanuua cosgaHa: 25.03.2026 14:57


https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/
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